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1) WHAT IS SNMP?

SNMP was derived from its predecessor SGMP (Simple Gateway Management Protocol) and was intended to be replaced by a solution based on the CMIS/CMIP (Common Management Information Service/Protocol) architecture.

SNMP (Simple Network Management Protocol) is a UDP-based network protocol. It is used mostly in network management systems to monitor network-attached devices for conditions that warrant administrative attention.

SNMP is based on the manager/agent model consisting of an SNMP manager, an SNMP agent, a database of management information, managed SNMP devices and the network protocol. The SNMP manager provides the interface between the human network manager and the management system. The SNMP agent provides the interface between the manager and the physical device(s) being managed.
 The SNMP manager and agent use an SNMP Management Information Base (MIB) and a relatively small set of commands to exchange information. The SNMP MIB is organized in a tree structure with individual variables, such as point status or description, being represented as leaves on the branches. A long numeric tag or object identifier (OID) is used to distinguish each variable uniquely in the MIB and in SNMP messages.

SNMP uses five basic messages (GET, GET-NEXT, GET-RESPONSE, SET, and TRAP) to communicate between the SNMP manager and the SNMP agent. The GET and GET-NEXT messages allow the manager to request information for a specific variable. 

2) SNMP Messages

SNMP messages may be initiated by either the network management system (NMS) or ​​​​​​​by the network element.
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An SNMP TRAP is a message which is initiated by a network element and sent to the network management system. For example, a router could send a message if one of it's redundant power supplies fails or a printer could send an SNMP trap when it is out of paper.

An SNMP GET is a message which is initiated by the network management system when it wants to retrieve some data from a network element. For example, the network management system might query a router for the utilization on a WAN link every 5 minutes. It could then create charts and graphs from that data, or it could warn the operator when the link was over utilized.

An SNMP SET is a message which is initiated by the NMS when it wants to change data on a network element. For example, the NMS may wish to alter a static route on a router.

3) SNMP Versions

The SNMP protocol has benefited from major upgrades since its introduction in 1988.

Unfortunately, a large percentage of network element vendors and even some network management system vendors are not taking advantage of these improvements.

Many network elements support only SNMPv1 and SNMPv2c. Support for SNMPv3 is minimal.

	Version
	Description

	SNMPv1
	SNMPv1, which implements community-based security

	SNMPv2c
	SNMPv2  with community-based security

	SNMPv2u
	SNMPv2  with user-based security

	SNMPv2
	SNMPv2  with party-based security

	SNMPv3
	SNMPv3  which implements user-based security


4) What does SNMP Monitoring involve?

The primary use of SNMP monitoring is to exchange management information between network devices. A variety of SNMP commands can be used by an administrator to monitor devices, configure devices  and change settings, create ‘trap’ events from the device and report   back to the monitoring systems and also to determine what variables a certain device supports.

In terms of benefits, SNMP messages can be used, for example, by a router to send a message if one of its redundant power supplies fails or a printer could send an SNMP alert when it is out of paper.

SNMP monitoring also helps administrators identify those agents which could cause potential hardware failure; for example, error events which are generated when hard-drives which are close to failing experience I/O features. Additionally, administrators can follow the event patterns monitored in the SNMP’s database of management information (MIB) so as to spot future system or utilization risks, allowing them to implement preventive maintenance.

Simple though it may be, it is an indispensable tool for administrators to keep tabs on the health of systems and devices. Prior warning and indications that a device is failing makes a huge difference if downtime is cut considerably because the administrator was aware of a problem. Without that information, the administrator is at the mercy of the device.

5) SNMP Architecture
The SNMP architecture includes the following layers: 

· SNMP Network Managers

· Master agents

· Subagents

· Managed components 

[image: image1.png]'SNMP Network Manager) SNMP Network Manager

SNMP SNMI
Network
.

Managed workstation SNMPI

Master agent

N AR

Managed MIEs Managed MiBs

Comnt Component
e = e ==

Printer \v« ssrous. m sseons.




   

                                       SNMP Architecture 
A network can have multiple SNMP Network Managers. Each workstation can have one master agent. The SNMP Network Managers and master agents use SNMP protocols to communicate with each other. Each managed component has a corresponding subagent and MIBs. SNMP does not specify the protocol for communications between master agents and subagents.
6) SNMP Manager/Agent Communication

The following figure shows an example of the communication process between SNMP managers and agents.
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            Manager Requesting Number of Sessions from an SNMP Agent 

The communication between the SNMP manager and SNMP agent in the example proceeds in the following fashion:

1. The SNMP manager, Host A, forms an SNMP message that contains an information request (Get) for the number of active sessions, the name of the community to which the SNMP manager belongs, and the destination of the message —the IP address (131.107.3.24) of the SNMP agent, Host B. 

The SNMP manager can use either the Microsoft SNMP Management API library (Mgmtapi.dll) or the Microsoft Win SNMP API library (Wsnmp32.dll) to perform this step.

2. The SNMP manager sends the information request to Host B by using the SNMP service libraries.

3. When Host B receives the message, it verifies that the community name (Monitor Info) contained in the packet is on its list of acceptable community names, evaluates the request against the agent’s list of access permissions for that community, and verifies the source IP address. 

If the community name or access permission is incorrect, and the SNMP service has been configured to send an authentication trap, the agent sends an “authentication failure” trap to the specified trap destination, Host C. Hosts B and C belong to the Trap Alarm community.

4. The master agent component of the SNMP agent calls the appropriate extension agent to retrieve the requested session information from the MIB.

5. Using the session information that it retrieved from the extension agent, the SNMP service forms a return SNMP message that contains the number of active sessions and the destination — the IP address (131.107.7.29) of the SNMP manager, Host A.

6. Host B sends the response to Host A.

7) SNMP Management Systems and Agents
SNMP locates the network management component on one or more computers and locates the managed component on multiple managed devices:

· SNMP manager. An SNMP manager, also known as an SNMP management system or a management console, is any computer that sends queries for IP-related information to a managed computer, known as an SNMP agent. In some cases, the SNMP manager can send a request to an SNMP agent to change a configuration value. 

· SNMP agent. An SNMP agent is any computer or other network device that monitors and responds to queries from SNMP managers. The agent can also send a trap message to the manager when specified events, such as a system reboot or illegal access, occur.

A computer on which you install SNMP management software is an SNMP manager, and a computer on which you install agent software, such as the Microsoft SNMP agent included with Windows Server 2003, is an SNMP agent. The SNMP manager displays the information it receives in a user-friendly graphical user interface. You configure SNMP options, including traps, on the SNMP agent, but the SNMP agent does not display the managed information that it sends to an SNMP manager. 
To enable SNMP communications between an SNMP manager and SNMP agents, you configure the SNMP manager and the SNMP agents that it manages as members of an SNMP community. The community name functions like a password to authenticate communications between the SNMP manager and agent. The SNMP community is an SNMP-defined group, not a group defined in the Active Directory service. For more information about SNMP communities, see “SNMP Communities” later in this section.

An SNMP manager can request the following types of information from the SNMP agents that it monitors: 

· Network protocol identification and statistics

· Dynamic identification (discovery) of devices attached to the network

· Hardware and software configuration data

· Device performance and usage statistics

· Device error and event messages

· Program and application usage statistics

If you assign the SNMP manager write permission for the SNMP agent, the SNMP manager can also send a configuration request to the agent (using a Set message) to change a local parameter. However, Set requests are limited to a small set of client parameters that have read-write access defined. Most client parameters allow only read-only access.

8) Understanding the Management Information Base (MIB)

When an SNMP manager requests information from an SNMP agent, the SNMP agent retrieves the current value of the requested information from the Management Information Base (MIB). The MIB defines the managed objects that an SNMP manager monitors (or sometimes configures) on an SNMP agent.

Each system in a network (workstation, server, router, bridge, and so forth) maintains a MIB that reflects the status of the managed resources on that system, such as the version of the software running on the device, the IP address assigned to a port or interface, the amount of free hard drive space, or the number of open files. The MIB does not contain static data, but is instead an object-oriented, dynamic database that provides a logical collection of managed object definitions. The MIB defines the data type of each managed object and describes the object.

9) SNMP Messages
SNMP sends operation requests and responses as SNMP messages. An SNMP message consists of an SNMP protocol data unit (PDU) plus additional message header elements defined by the relevant RFC. An SNMP agent sends information in two situations:

· When it responds to a request from an SNMP manager

· When a trap event occurs 

9.1) SNMP Message Types
The following table describes each type of message that the SNMP manager and agent programs use to communicate with each other. 

 

	SNMP Message 
	From / To 
	Message Description 

	Get
	Manager / agent
	Accesses and retrieves the current value of one or more MIB objects on an SNMP agent .

	Get Response
	Agent / manager
	Replies to a Get, GetNext, or Set operation.

	GetNext
	Manager / agent
	Browses the entire tree of MIB objects, reading the values of variables in the MIB sequentially. Typically, you use GetNext to obtain information from selected columns from one or more rows of a table. GetNext is especially useful for browsing dynamic tables, such as an internal IP route table or an ARP table, reading through the table one row at a time. 

	GetBulk

(SNMPv2c only)
	Manager / agent
	Retrieves data in units as large as possible within the given constraints on the message size. GetBulk, which accesses multiple values at one time without using a GetNext message, minimizes the number of protocol exchanges required to retrieve a large amount of information. 

To avoid fragmentation, restrict the maximum message size to a size smaller than the path maximum transmission unit (MTU), the largest frame size allowed for a single frame on your network. Typically, when it is not known how many rows are in a table, GetBulk is used (rather than GetNext) to browse all rows in the table.

	Set
	Manager / agent
	Changes the current value of a MIB object. In order to update a MIB value on the SNMP agent, the SNMP manager must have write access to the object. Set is used infrequently, because most MIB objects are read-only by default, so that unauthorized changes cannot be made.

	Trap
	Agent / manager
	Notifies the specified SNMP manager (the trap destination) when an unexpected event occurs locally on the managed host. You can use traps for limited security checking (such as notifying the trap destination if the agent receives an information request from an SNMP manager that it does not recognize) or for troubleshooting (such as notifying the trap destination if the WINS service fails). 


9.2) Messages Sent Between an SNMP Manager and its Managed Devices 
SNMP uses the connectionless User Datagram Protocol (UDP) service to transmit SNMP messages. SNMP uses the simple UDP transport service, which guarantees neither delivery nor correct sequencing of delivered packets, so that SNMP can continue functioning after many other network services have failed. By default, UDP port 161 is used to listen for SNMP messages and port 162 is used to listen for SNMP traps. If necessary — for example, because your organization already uses ports 161 and 162 for some other protocol or service — you can change these port settings by configuring the local Services file (this Services file is different from the Windows Services snap-in). The following figure shows messages moving between an SNMP manager and several SNMP agents.
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     (Messages Sent Between an SNMP Manager and its Managed Devices) 
10) Managing Networking Devices Using SNMsP
Monitor one FP1.78.317 
Monitor one, is an easy to use and rich-featured SNMP Network management and monitoring application. It allows Network managers to monitor all of their networking devices (Routers, Switches, Servers, etc.) at a glance through an intuitive (native and web-based) graphical network map on a central

AdRem SNMP Manager 1  

AdRem SNMP Manager is an integrated SNMP administration console that provides IT professionals with the remote view and control of devices (firewalls, routers, switches, printers, etc). The solution supports SNMP v1, v2, and v3, allowing users to perform key task. 

WinAgents MIB Browser 1 

WinAgents MIB Browser is a network administrator's main tool for configuring devices with the help of the SNMP protocol (Simple Network Management Protocol). WinAgents MIB Browser allows you to read and modify the values of SNMP variables, as well as to monitor changes in these variables over.
SNMP Mib Viewer 2.0.2 Snmpsource.com  

Mib Viewer, comprehensive mib operation software for company to manage their network. Mib Viewer gives user very flexible method to view mib files, retrieve old values. Features Load and parse multiple mib files. View mib files in merged view and file view format. Support SNMP V1, V2c, V3 protocols. 
